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Why Is This Session Important?

Corruption does happen, mostly caused by IO 
subsystem problems

tŜƻǇƭŜ ŘƻƴΩǘ ǊŜŀƭƛȊŜ ǘƘŜȅ ƘŀǾŜ ŎƻǊǊǳǇǘƛƻƴ ǳƴǘƛƭ ǘƻƻ ƭŀǘŜ
9ƛǘƘŜǊ ǘƘŜȅ ŘƻƴΩǘ ƪƴƻǿ Ƙƻǿ ǘƻ ŎƘŜŎƪ ŦƻǊ ŎƻǊǊǳǇǘƛƻƴ ƻǊ ǘƘŜȅ 
miss the warning signs

tŜƻǇƭŜ ŘƻƴΩǘ ƪƴƻǿ ǿƘŀǘ ǘƻ Řƻ ǿƘŜƴ ǘƘŜȅ Řƻ ƘŀǾŜ 
corruption, leading to:

More data loss and downtime than necessary

Monetary and even job losses

Overall lowered perception of SQL Server
Makes it harder to convince management that SQL Server is 
Enterprise capable
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What can happen to an unprepared DBA 
confronted by corruption?

http://www.data-recovery-info.com/problems-maintenance.html
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Agenda

Discovering corruption

Interpreting CHECKDB output

Choosing between restore and repair

wŜŎƻǾŜǊƛƴƎ ŦǊƻƳ ŀ Ψƭŀǎǘ ǊŜǎƻǊǘΩ

Examples to learn from

With demos of common scenarios
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First Hints That Something Is WrongΧ

Application/user connections get broken

Users report 823 or 824 errors
ΨIŀǊŘΩ ŀƴŘ ΨǎƻŦǘΩ Lh ŜǊǊƻǊǎ

Backup jobs start failing
Error 3043 ςbackup detected checksum errors

Agent alerts start firing
Should have alerts on all errors with severity >= 19

Should have an alert on error 825
Informational (!) message that there are transient IO problems

Maintenance jobs start failing
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I/O Errors

Three types
823 ςa hard I/O error

824 ςa soft I/O error

825 ςa read-retry error

Nice error messages in 2005+

Msg824, Level 24, State 2, Line 1

SQL Server detected a logical consistency-based I/O error: incorrect 
checksum (expected: 0x7232c940; actual: 0x720e4940). It occurred during a 
read of page (1:143) in database ID 8 at offset 0x0000000011e000 in file 
'c:\sqlskills\broken.mdf'. Additional messages in the SQL Server error log or 
system event log may provide more detail. This is a severe error condition 
that threatens database integrity and must be corrected immediately. 
Complete a full database consistency check (DBCC CHECKDB). This error can 
be caused by many factors; for more information, see SQL Server Books 
Online.
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Page Checksums

Per-page checksum
Written as the very last thing SQL Server does on a physical write

Checked as the very first thing SQL Server does on a physical read

tǊƻǾƛŘŜǎ ǘƘŜ ΨǎƳƻƪƛƴƎ ƎǳƴΩ ǘƘŀǘ ǘƘŜ ŜǊǊƻǊ ƛǎ ƴƻǘ ŘǳŜ ǘƻ {v[ 
Server

(e.g. recent real-life case on SQL Server 2000 where we could not prove 
what happened)

On by default for new databases in SQL Server 2005+

Checksum failures result in an 824 error

CPU overhead of approx 2%

Error-detecting, not error correcting

Superset of torn-page detection

9
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Page Checksums

Checked when:
Page is read normally

Page is read during CHECKDB

Page is read during BACKUP WITH CHECKSUM

Page is contained within a ŎƘŜŎƪǎǳƳΩŘbackup

There are two gotchasthough:
Not available for TEMPDB

{ǿƛǘŎƘƛƴƎ ƛǘ ƻƴ ŘƻŜǎƴΩǘ Řƻ ŀƴȅǘƘƛƴƎ ǳƴǘƛƭ ǇŀƎŜǎ ŀǊŜ ǿǊƛǘǘŜƴΧ

Blog post:
http://www.sqlskills.com/blogs/paul/2007/09/12/HowToTellIfTheIOSubs
ystemIsCausingCorruptions.aspx

http://www.sqlskills.com/blogs/paul/2007/09/12/HowToTellIfTheIOSubsystemIsCausingCorruptions.aspx
http://www.sqlskills.com/blogs/paul/2007/09/12/HowToTellIfTheIOSubsystemIsCausingCorruptions.aspx
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Read-Retry

Present in SQL Server 2000 for limited circumstances

Extended in SQL Server 2005 for data pages

Reads that fail because of IO errors are retried 4 times

Eventual failure results in an IO error

9ǾŜƴǘǳŀƭ άǎǳŎŎŜǎǎέ ǊŜǎǳƭǘǎ ƛƴ ŀƴ ŜǊǊƻǊ ƛƴ ǘƘŜ ŜǊǊƻǊ ƭƻƎΥ
ά! ǊŜŀŘ ƻŦ ǘƘŜ ŦƛƭŜ ғғCL[9 b!a9ҔҔ ŀǘ ƻŦŦǎŜǘ ғғtI¸{L/![ hCC{9¢ҔҔ 
succeeded after failing <<RETRY COUNT>> time(s) with error: 
<<DETAILED ERROR INFORMATION>>. Additional messages in the SQL 
Server error log and system event log may provide more detail. This error 
condition threatens database integrity and must be corrected. Complete 
a full database consistency check (DBCC CHECKDB). This error can be 
caused by many factors; for more information, see SQL Server Books 
hƴƭƛƴŜΦέ

Early warning of impending doom as read-retry means the IO 
subsystem is returning incorrect data to SQL Server
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As Soon As Corruption Is SuspectedΧ

No need to panic!

Determine the extent of the corruption
Run DBCC CHECKDB

Look in the SQL Server error log 

Check maintenance job history

Check what backups are available

Wait for CHECKDB to finish before doing anything else
You many not NEED to do anything intrusive/destructive

http://www.data-recovery-info.com/problems-maintenance.html

